POINT PAPER
ON
A SPACE-BASED COMMUNICATIONS NETWORK FOR TAIWAN

- BLUF: Taiwan needs a resilient comm network to deter a Chinese invasion. Non-kinetic
attacks against SATCOMs “will likely be the first moves in any PLA counter-intervention
operation.”! Having a credible, resilient Non-Terrestrial Network (NTN) will deny China from
quickly achieving info dominance, forcing the CCP to recalculate the merits of a first strike.

- KEY POINTS: Taiwan’s current broadband network relies on 15 undersea cables that have
been cut — possibly deliberately — 27 times in the last 5 years, resulting in massive blackouts.?

-- Chinese doctrine calls info power the “key to controlling the battlespace,” and Xi is “likely
to adjust his plans for annexing Taiwan” based on China’s ability to control the info space.*

-- Russia’s attack on Ukraine demonstrated the devastating impact a degraded network can
have in the opening days of a war, but also showed how a resilient network allows a nation
to unite its narrative and continue to resist.’> These are lessons China is observing.®

-- Making a network more resilient relies on bolstering security by (1) reducing system
susceptibility, (2) diminishing threat accessibility, and (3) responding to threat capabilities.’

- LESSONS LEARNED: When designed for security, an NTN is more resilient than a ground-
based network. Designing for security should focus on proliferation, segmentation, and agility.

-- Proliferation disperses a network and creates redundancies, reducing system susceptibility.
In space, NTNs are inherently more dispersed and have more nodes than ground networks.

-- Segmentation separates key functions, diminishing a threat s accessibility to the whole
network. An NTN’s use of the EM spectrum enables it to segment dataflow by frequencies.

-- Agility adapts dataflow through the network, responding to a threat's capability. Since
NTNs have more nodes, they create more links, allowing more possible routes for dataflow.

- DISCUSSION: Taiwan’s prospects are currently limited to Starlink and OneWeb. While it
contracted OneWeb for services by the end of 2024, Starlink is more proliferated, segmented,
and agile. Within the decade, Amazon, Telesat, Rivada, and Hanwha will also have broadband
NTNSs, each more resilient than OneWeb. Outside the decade, Taiwan’s ambitions for a
domestic broadband NTN might be realized.

- RECOMMENDATIONS: Right now, Taiwan must rely on OneWeb but it can procure the
ground architecture for interoperability with Starlink in a crisis. In the near-term, Taiwan
should secure multiple services, boosting resilience while reducing reliance on a single
provider. Long-term, a domestic constellation designed for proliferation, segmentation, and
agility will provide both resilience and the most credibility as an indigenous capability.
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